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AMENDMENTS TO THE CLAIMS 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 



1 . (Currently Amended) A system for generating billing and computer 
usage time information for each of a plurality of unrelated host computer networks 
sutiscribino to utileing security services from a remotely located security server, the 
system comprising: 

a database stored on a computer readable medium, the database 
comprising a list of fees for each of the plurality of unrelated host computer 
networks; 

a user authentication system comprising: 

means for determining if a remotely located computer user Is 
authorized to access one of the plurality of unrelated host computer networks: 

means for establishing a connection between the remotely 
located computer user and one of the oluralitv of unrelated host computer 
networks if the remotely located user is an authorized remotelv located user 
for the one of the plurality of unrelated computer networks: and 

means for generating and storing a user log. the user log having 
a list of computer usaoe time romoto aococc call start timoo and a l i st of 
romot o accocs call ond times for authorized users connected to the plurality of 
unrelated host computer networks via the user authentication s ystem; and 
a billing application in communication with the database and the user 
authentication system, the billing application responsive to receipt of the user log 
from the user authentication s ystem to generate a bill and comput er usage summary 
for each of the plurality of unrelated host computer networks based on the list of fees 
in the database. 
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2. (Original) The system of claim 1 , further comprising a help desk 
computer in communication with the billing application, the help desk computer 
having a help desk memory containing a list of authorized users who have accessed 
the help desk over a predetermined time period. 

3. (Original) The system of claim 1 , wherein the user authentication 
system communicates with the billing application via a frame relay network. 

4. (Original) The system of claim 1 . wherein the database further 
comprises a list of groups for each host computer network, wherein at least a portion 
of authorized users for each host computer network are associated with a group In 
the list of groups. 



5. (Original) The system of claim 2, wherein the billing application is 
configured to receive the list of authorized users who have accessed the help desk 
and each bill generated for each of the plurality of unrelated host computer networks 
further comprises a list of help desk charges. 

6. (Original) The system of claim 1 , wherein the billing application 
comprises logic residing on a server. 

7. (Original) The system of claim 1 , wherein the billing application 
comprises a stand-alone billing computer. 

8. (Previously Presented) The system of claim 7, wherein the stand-alone 
billing computer is in communication with the user authentication system via a frame 
relay networt<. 

9. (Original) The system of claim 1 , wherein the billing application further 
comprises a long distance carrier Invoice for calls made by authorized users to each 
of the plurality of unrelated host computer networks. 
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1 0. (Original) The system of claim 9. wherein the bill generated for each of 
the plurality of unrelated host computer networl<s comprises a fixed charge for each 
authorized user. 

1 1 . (Currently Amended) In a system for providing secure remote access 
between a plurality of unrelated host computer networks and a plurality of authorized 
users via a network access server, a method of monitoring access to each of the 
unrelated host computer networks comprising the steps of: 

receiving at a commun ication sen/er a request from a remotely located 
computer user to access one of the piura litv of unrelated host computer networi<s: 

ma i ntaining q Hot of hoct computer notwori<G and an accoclatod list of 
authorized usoro for each hoot computor network in a flrot momory dovico; 

automatically transmitting information regarding the request fnpm the 



communication server t o the networi< access server, the information comprising 
identification information for the re motelv located computer user: nrnntinr; n ^tnrting 
t i m e stamp ot ttio beginning of a romoto aococo call roGolvod from an authorized 
uocr at a communicat i on corvor ond 

determining at the networic access server If the user is authorized to 
access the one of the p lurality of unrelated host computer networics; 

establishing a con nectfon t)6tween the remotely located computer user 
e enn e cting the outhorizod ucor to an oppropriato one of the plurality of 
unrelated host computer networics via the communication server if the remotely 
jocated_Q ft e r d e t e rmining at tho network accoc c s o rvor that tho authorizod user is an 
authorized remotelv loc ated user for authorizod to connoct to the appropriato one of 
the plurality of unrelated host computer networks; 

automotioally orooting an e nding tim e s tamp at a conotusion of tho 
r e mote accooo ool l ; 

storing computer usaoe time for the authorized remotelv located 
computer user in a user loo at the networic access server after the authorized 
remotelv located computer user disconnects from the one of the plurality of 
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unrelated host computer networks tho ctartlna and ending timo otamps for the 
romoto acoocG col l in q user log in th e n o twork aocoGs oorvor, tho ctarting and 
ef Kjtfig tim e stamps associat e d with tho li s t of authoriz e d usors whereby the user log 
contains a record of computer time usage for each authorized usen 

rec e iving a long dictonc e t el ephone company report contain i ng chafges 
aoGOciotod w i th oooh of tho roopoct l v e unr el ated host computer notworke; 

for each of the plurality of unrelated host computer networks, generating a 
billing and computer time usage summar y, each billing and computer time usage 
summary listing charges and computer time usage for a respective one of the plurality 
of unrelated host computer networks for ea ch us e r and oach dopartmont within a host 
comput e r n e twork by acc e ssing -i nformation from th e us e r l og and th e tolophono 
company report w i th a bi l ling app l ication ; and 

electronically transmitting each billing and computer usage summary to an 
appropriate one of the plurality of unre |gt?rl h"^ nnmpiitar nfttworK^ 

12. (Original) The method of claim 1 1 , wherein generating a billing and 
computer time usage summary further comprises generating a list of fixed charges and 
generating a list of help desk charges for each of the unrela ted host computer netw orks. 

13. (New) The method of claim 1 1 , wherein generating a billing and computer 
time usage summary further comprises receiving a long distance telephone company 
report containing charges associated with each of the respective unrelated host 
computer networks, 

14. (New) The method of claim 13, further comprising listing, in the billing and 
computer time usage summary for a particular unrelated host computer networtc. 
charges from the long distance company report for each remotely focated computer 
user of the particular unrelated host computer network. 

15. (New) The method of daim 14. wherein listing charges from the long 
distance company report comprises calculating a percentage of computer use time 
attributable to each of the remotely located computer users for the particular host 
computer network and distributing the charges from the long distance company report: to 
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appropriate remotely located computer users in the billing summary for ttie particular 
tiost computer networl^ according to the calculated percentage of computer use time. 

1 6. (New) The method of daim 1 1 , wherein storing computer usage time for 
the authorized remotely located computer user comprises recording starting and ending 
time stamps for a remote access call to the one of the plurality of unrelated host 
computer networks in the user log. 



1 7. (New) The system of claim 1 , wherein the billing application comprises 
logic for generating a bill for each unrelated host computer network Identifying costs 
associated with individual remotely located computer users. 

18, (New) The system of claim 1 , wherein the billing application is configured 
to generate a computer usage report identifying computer usage by each of the 
remotely located computer users of a particular unrelated host computer networic for a 
desired period of time. 

1 d. (New) The system of claim 1 8, wherein the desired period of time is by 
time of day. 

20. (New) The system of claim 1 8, wherein the desired period of time is by 
time of week. 
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